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Top Causes 
of Security 
Breaches
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Phishing and Spear 
Phising
• Phishing is the practice of sending 

emails purporting to be from 
reputable companies in order to 
induce individuals to reveal personal 
information.

• Spear Phishing is sending emails 
ostensibly from a known or trusted 
sender in order to induce targeted 
individuals to reveal personal 
information.
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How to 
Mitigate 

Phishing 
Attacks

• Delete the email

• If you have an account with an institution, contact 
them directly and ask them to verify the 
information

• Do not click links in emails

• Do not open attachments

• Do not input any personal or confidential 
information

• Never email your personal or financial information

• Review your credit card and bank account 
statements
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Password 
Theft
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Multifactor 
Authentication 
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Spyware
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Malware 
Response 

Plans

• Reboot your Windows to Safe Mode

• Install any anti-malware software

• Scan your system to find and remove the ransomware

• Restore your computer to the previous state

• Immediately notify your bank about the breach

• Monitor your credit 

• Enable two-factor authentication

• Use VPNs 

• Encrypt your data and devices
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Data Privacy
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Model Notary Act (its third edition) § 2-21 
“Personally Identifiable Information”  means information that:                                                

(1) identifies and individual;                                      

(2) is not available from any public or other public source; and                                                           

(3) includes a photograph, social security or credential number, 
address, phone number, or any identifier, descriptor, or indicator that 
when used in combination with other information identifies the 
individual. 
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Current U.S. Framework

• No overarching federal 
privacy or data protection law 
Sectoral approach –Industry-
specific laws (e.g., financial 
institutions, healthcare, 
defense, etc.)

• States  - Fill (try to fill) the 
federal law void
• Data Protection (initially)
• Privacy (increasingly) 

• Consumer protection 
laws (Personal 
Information focus)

• Industry-specific laws
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Family Educational Rights and Privacy Act
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Sensitive Personal Data
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Personally
Identifable

Information 
(PII)   
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Cookies?

PII
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App Tracking 
Transparency

• Apple’s iOS 14.5 App Tracking 
Transparency (ATT) privacy feature 
Need explicit opt-in from user to 
access advertising identifier (IDFA)

• If user declines, developer can no 
longer track data in app 

• Significant impact on targeted digital 
advertising Meta anticipates 
decrease in sales by nearly $10 
billion due to ATT

• Google to restrict cross-app tracking 
on Android by 2024
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Top Safety 
Tips Avoid public WiFi Never open an email 

from an unknown source
Use HTTPS sites when 
inputting personal or 

confidential data

Keep software up-to-
date

Backup regularly Use antivirus protection

Multifactor 
Authentication (MFA)
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Questions?
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Presenter Contact Information

Malcolm L. Morris
Dean and Professor of Law Emeritus

mmorris5@niu.edu

Erin Corken, Senior Solutions Consultant
Exterro

erin.corken@exterro.com

Susan Gogley, Legal Counsel
Novelis Corporation

susan.jackson@novelis.com
https://www.linkedin.com/in/susan-gogley-ence-encep-ceds-

ccsa-adm-img-edd-93842b11/

mailto:mmorris5@niu.edu
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Rate this 
workshop
Please tap the NNA 2022 App to rate this 
presentation. If you have questions about 
the app, visit us at the NNA Hub.

Thank you for attending!
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